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3.11 ypravsediyaranasitnlugdyardedlisglugruniudlivansigdsesuseae

4 vsauaniydseureighigniesasuduluaseddny

3.12 yaravdetliAyaratioinidugdygfumhenuvesigdlddiiunsdadedadnene
swuudidnnseiing (e-Government Procurement:e-GP) fasamzideuluszuudidnnseiindvaa
nsudglnansiiuledguitoyadndodninaniady

313 gdyandesiudrelurudntudinnszuae iy Buuinisiutietuurasadeded
yarhifuaumiivumegdygrerniuieduituandle
4. msuiulye wazmuRunIzUIUNSAIB IR sauwAneTussdns Tseeiuanasgu IPv6

uazdonAdaInu sUUBU Uas W..U. FNeY

4.1 spuulsudisuna U 1 99

4.2 gunsaidaLiv Log I 1 90

4.3 gunsaitesiunsynsn (Intrusion Prevention System : IPS) 1 g
Meuenesrns(External IPS)

4.4 gunsalUasiumsyngn (Intrusion Prevention System : IPS) Tl Y
meluednsinternal IPS)

45 gunsailwieaddmivdestuiunennaindu T 1 90
(Web Application Firewall : WAF)

4.6 gunsai Core/Distributed Switch Le3893U IPV6 S 190

4.7 gunsninsynedygyias (L3 Switch) 1w 4 9

5. 719a88ARMANYALIAWIZTIENTTUSUUTS uazaluAunssUIUM AR UETSEUIA

meluasdng Wisaeiurnsgu IPV6 uasdanadawmiu seidou uas w.au. A

5.1 syuudiuiisuaan 9uau 1 e

ar il

l‘dv v o= 1
5.1.1 Wugunsalnsudygrnnaiainanadisy GPS  wazliuinsiannsgiuun

O

= < L ' = ar ) a4 o ¢
JTUUABNTMIMBTULALRUNIRILATRYIBTITBITU NTP ,SNTP Protocol lnegdaiaiasiigunsaiiaianis

wazasthdygruunseuiuiuasos

5.1.2 3 Port wuu 10Base-T/100Base-TX 881Uoy 1 Port

back up uag restore A1 configuration 1ot

5.1.4 fanwazn1siiaulavawuy Stratum 1 wag Stratum 2

AuaTaumALasWaNTEUY, 15Ul nsuaswaniia

ST A da U(»Nj'

I
|
|
= ° T < Iy =l L] L) ol ] <
5.1.3 U Serial Port RS-232 dwmsumiaaszd Dual USB ports @ msulvaumaing



5.1.5 annsnsudgygunniiienla12 Channel w3adiniuaysoasu Single Satellite

Timing

5.1.6 5995UTEUU Internet Protocol & IPva wa 1Pv6

5.1.7 5895U NTP request laishni1 3,200 requests s 1 Sunil

5.1.8 fAAuLILE1MeY GPS Winun3ednan 50 nanosecond

5.1.9 {if1 client synchronization accuracy on LAN 8g/3g%313 0.5-2 millisecond

5.1.10 fAAuLafies Holdover  accuracy  weedmygyimuiiniliiiu 21
millisecond sefuilelianunsosudyeyo GPSs ¢

5.1.11 annsoviewlusyuu Stratum 2 AU NTP server in3psdulddnludfidle
dryqnu GPS Lindndes

5.1.12 wiiuASes (Front Panel) W LED wuuanuduansaaiunisaiviianu Sync,
a01ug Network NTP activity uaz Alarm 16

5.1.13 1l Secure Web-base Management uag NTP Client Software

5.1.14 3935ulUslamea SNMP v3 Custom MIB Telnet uaziiluslnApasnwininy
Uasnany SSH,SSLHTTPS , 3afinin

5.1.15 895U Network  Protocol  sasolull NTPv2v3 w4 )NTP
Unicast/Multicast/Broadcast,SNTP, TIME,DAYTIME,MD5Authentication ,HTTP,DHCP,SNMPv3,IPv4
IPVS,

5.1.16 ldfuszuulihwesusemalng 220 VAC 50-60 Hz Ialnelaildgunsaiiiiu

5.1.17 ugunsaifianunsafnsslug Rack 19 Daldlaebispsinudasii

5.1.18 583fuNIwsguAUYaBAne UL ,CE(RoHS),PSE,China RoHS wag FCC

5.2 gunsaldaiiu Log $7uau 1 e
5.2.1 \lugunsal Appliance v3software Appliance fiaunsaifiusausamimansal
(logs or Events)ﬁLﬁﬂ%’u'[qun‘icﬂﬁLflu appliances way non-appliances iy Firewall, Network
Devicessina 4, s¥UUUHURNS, 58UV appliances, s¥uuiAInte wazssuugutoya Wudu laegn

ey 15 gunsalseszuy laeanunsauaninasgnielssuwuy (format) Weaiula

wa |

5.2.2 ansadaiiu log file ligndas asemunsesrvlygfidindieninseyindna
Reafiupsuiimes we. bedo

5.2.3 il5¥UU Search Engine ﬁﬂé’Wﬂﬁunﬂsﬁuwﬁﬁau“aﬁiﬂuﬂﬁa Google (Google like)
ﬁ'u'w'lﬁnﬁ‘sé’um'z'}'mvjam'm'imeﬂauﬁama%ﬁﬁmmatﬂu‘[ﬂafjﬁﬁwL'?'a wazsassunisaumilaely

Common Search Syntax 19U Boolean operators, wild cards, regular expressions (usiu

duasaumauariauiszuy, 159uln nsuasswaniin



524 a'un'mmmﬁ]aauﬁau“a%w'smaﬂauﬁ'lLma‘a’mummﬁmmi (Monitor Logs
and Events) lngudafoudlefifoyarsamneuiameiidainsnadeuifiniureaaiotie i
13 Email, SNMP, JMS (JAVA Messaging Service) Waz Batch Script 161

5.2.5 awnsaiiu Log File Tluguuuu Syslog wesgunsal 1wy Router, Switch,

Firewall, VPN, Server Wusu e

5.2.6 awnsasasiumsudadiou (Alert) Tuguuuudiuad Isiduatnes
o [ i £ i o= =l i '
5.2.7 @uNsnINUYBYAWANIIUABIUM (Events per Seconds) Inlsivesni

20,000 eps wialitpsnin 2 GB fiaiu
5.2.8 @11150%11n135 Authentication §l¥97uKIU Active Directory %38 Local

Database ¢
5.2.9 fiszuvunsidhsfadeyaieldudurugndesesteyaiidaiiumuninsgiu

MDS5 %38 SHA-1 #38fnin
5.2.10 awnsadmitsealuzuwuumsn waz Graphic ldvatswuu loun Line
Chart, Bar Chart, Pie Chart lsiagnatee
5211 @1u150a37951897u (Report) arudsziansieg asdeluil:
5.2.11.1 Columns distinct value aggregation (group by) Report

5.2.11.2 Complex computation and statics Report
5.2.11.3 automatic content analysis Report
5.2.11.4 events similarity Report
5.2.11.56 Compliance Report
5212 awnsauimsiansgunsaiiuinnsgIu HTTPS, Command Line Interface

waz Secure Shell (SSH) lo1
5.2.13 annsaviinsd1sesdeya (Data Back up) Wegunsaldaiudeyanisuen
\iu Tape %38 DVD %30 External Storage (Uusiu 18

5.2.14 annsafnaslug Rack 1nsgu 19 1

53 gunsnillesiunisynyn (ntrusion Prevention System : IPS) nMuuanasAns (External
IPS) 37U 1 4
. - w
5.3.1 L‘fjua‘ﬂn'im (Hardware Appliance) ﬁaanLtuummaﬂamummn';nma

w3918 (Intrusion Prevention System) wagvia1uuu Tilera multicore processor Architecture
Tawliil Hard drive nelugunsal uazlilygunsal UTM (Unified Threat Management)
5.3.2 il Network Interface wuu Copper Ethernet ports (10BASE-T/100BASE-

TX/1000BASE-T) Litfounin 8 wesn
533 i Management Port wuu 10/100/1000 Mbps liitfesndn 4 wasn

534 gunsovnaulalulvue Passive uag In-line 58 AN

S A AT TR

druansaumanasiaisruy, 1ssuly nsuaswatiia
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5.3.5 s995UNsAsIvTuuastasnunislaudadevelalutasnii 4 Network

Segments

5.3.6 5833U Throughput labivaenin 2.4 Gbps uagiirmmug (Typical Latency)
Laisfiu 50 uSec

537  sesfuswunisileusiewdeuiu (Concurrent Connection) litfasnd
1,000,000 Connections ®a3u1¥i

538  awsavsanunislaufvindunau (Denial of Service Attacks) 19U SYN
Flood lalaitfesndn 1,000,000 SYN siadunii

539  danuannsavirnunuugunsal firewall 1y 5893un159 firewall policy
uawstatefull firewall vushgunsaititeidiunstiasiunmslauildogneiiuseansninuazannisiau
vo3gUnsal firewall ifinvoaAIon e

5.3.10 annsatlesiunisianeszuy (Exploits) mnfigmseunasyealud
(Vulnerabilities)

53.11 @wmn3avi1 Deep File Inspection iatlastunislauilusedu File 1w MS-
Word Exploits wiadauannsalunisesaduhiareufimesiunaniulug

5.3.12 a1u130 Block n151¥a1u Applications flafeaUszasdigu Bit Torrent,
eDonkey, Skype uay FastTrack Iaiusgnanioy

5.3.13 $833UN15Y1 Application Rate Limits wag Connection Limits

5.3.14 a1u150932988UN1519NAIIN Vulnerability — Signatures  uay Attack
Signatures

5.3.15 3845UN13¥i1 Protocol wa File Validation iensavaauauinunfves
Protocol uaez File

5.3.16 annsadaanuiuanaudmiuseuu VolP

53.17 annsnns133uisnisyninuartesiuinietielasegtpedail Signature
matching, Protocol / Packet Anomalies, Statistical anomaliesn3a Application anomalies,
Overflow, Worm, Virus, Backdoor Program, Trojan Horse, Port Scanning, Spy ware, Packet

Analysis, DoS, DDoS
5.3.18 @unsaviinisnsavdeu Traffic a8saziden (Deep Packet Inspection) 1ng

as1edau WslaAoa HTTP, FTP, DNS, SMTP, Telnet, SSH, MS-RPC way MS-CIFS léiueenipy
53.19 @wnsaudmsdanisgunsaiituninsgiu HTTPS vi3e SSH Ihiiluegwley
5.3.20 i Application l@wizdmiuiiu Log vesgunsal IPS wiauszuulunis

Report uag Analyze 9aya (Forensic) vagunsal IPS sufansoudaiteulunsdiintuana

hdmihguaszuunsiula

duanTaumALasiauszuy, [5auln nsuasswaniin
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5321 annsads Log sanufiuiigunsaiifiudufin Log aneuanld iy SIM v3e
) SIEM
5.3.22 fiszuulunisinseau (Report) lnslanzusnesnaindagunsal IPS
Uszneumeanuannse faselud
5.3.22.1 sxuvanunsnds Report w119 Email olngdnlud®
5.3.22.2 i Dashboard Tun1siéhsz3s (Monitor) Security Event fins294y
laegun3nilPS Luu Real-time
53223 diszuulunsvh Forensic oiAs1e9i Security Eventiingaadu
laggunsad IPS
5.3.23 5843UMs Update IPS Signature
5.3.24 aansavhaldedesaliles (Bypass Traffic) Inugesdyias In-Line Mode
amnsnudsteyaldmuund Wegunsaifndgm
5.3.25 5893UN3vN13d199958UU(High  Availability)uuu Active-Active w30
Active/Standby
53.26 3945UNMINIULUY Protection Cluster tiasasdunisversnisidaulaly
UIAN
5.3.27 Hszuvd1seslWiuu Redundant Hot-swappable Power Supply
5.3.28 annsaldanuauansgu 1Pve e

5.3.29 gunsaimiauafearunIsAdeuan Double NSS Lab Test uaz Tolly
Up to Spec Certified tWoguguussansnmnisidau
5330 awmnsnfnnalug Rack 1msgiu 19 43

53.31 gunsalanunsn update signature ldmasnszoziianlidosndn 1 1

5.4 qﬂnﬁrﬁﬂmﬁumiqnm (Intrusion Prevention System : IPS) maluasAns (Internal IPS)

T 1 Yo

54.1  \Jugunsal (Hardware Appliance) Vieanuuusiietfasfunisyngnv
\A38%18 (Intrusion Prevention System) wagv1auuy Tilera multicore processor Architecture
lagLifi Hard drive nelugunsal uazliligunsal UTM (Unified Threat Management)

5.4.2 3 Network Interface wuu Copper Ethernet ports (10BASE-T/100BASE-
TX/1000BASE-T) hitiosndn 8 wesn

5.4.3 i Management Port Ly 10/100/1000 Mbps lsitfaenia 4 wasn

54.4 sp33unmiInsivdunazlasiunislaninieviglalaidesnin 4 Network

Segments

LIV, i i e PRI S IR

duansaumALasTaTsuy, 15uly nsuasmwanin
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5.4.5 5933 Throughput  1¢ihitfesndn 600 Mbps  wagiiArA1udh (Typical
Latency) lsitiu 50 uSec

5.4.6 s9a3uTuIunsideusendaniu (Concurrent Connection) litfeunin
256,000 Connections fa3uln

5.4.7 awnsadesiunislanfvidndundu (Denial of Service Attacks) L%y SYN
Flood lalitfasndn 500,000 SYN sia3uni

5.4.8 fimuaunsavieuuuugunsal firewall 1wy se93Uns¥in firewall policy
wagstatefull firewall vumgunsalifieiumstostunslonilsognaiuszaninmuazannisyiny
vaaqunsal firewall ihnveaaTetiy

5.4.9 a1u15aUs9iun1si91858uu (Exploits) ihunfigngeunazdealnd
(Vulnerabilities)

5.4.10 @wn3nvi Deep File Inspection iietasfunislaniluszdu File Wy Ms-
Word Exploits 3aiinauannsalunsasasuhsansuiimosiudansulng

5.4.11 @mnsa Block n13l491u Applications  #ilaiffsUszasAidu Bit Torrent,
eDonkey, Skype way FastTrack Initusgeios

5.4.12 9993Un13v1 Application Rate Limits uag Connection Limits

54.13 aw13an3I9a8unIsLlaNFan Vulnerability — Signatures  wag Attack
Signatures

5.4.14 5933UMS Protocol wag File Validation iensiaaeuauinuniives
Protocol wa¥ File

5.4.15 awnsaUesiudegnamdmiuszuy VolP

5.4.16 awmmm%wﬁu%ﬁmiqnqnLLaszmﬁ'um?mhﬂ‘ls'fasj'mﬁauﬁqﬁ Signature
matching, Protocol / Packet Anomalies, Statistical anomaliesnsa Application anomalies,
Overflow, Worm, Virus, Backdoor Program, Trojan Horse, Port Scanning, Spy ware, Packet
Analysis, DoS, DDoS

54.17 aw3nvin1snsIaaey Traffic aenazidun (Deep Packet Inspection) ng
nvavdeuldslanea HTTP, FTP, DNS, SMTP, Telnet, SSH, MS-RPC waz MS-CIFS Iéifuatiaios

5.4.18 awsauimsiamsgunsalituunsg HTTPS laiduetaias

5.4.19 i Application tawizdm3uifiv Log vasgunsal IPS wiauszuulunisvia
Report uaz Analyze %@ya (Forensic) vesgunsal IPS smﬁommﬁnLﬁ']’uﬁaulun'm'l'ﬁﬁﬂﬁ’aﬂnmu
T wihiiguaszuunsule

5.4.20 anansads Log asnufiuiigunsalifiutiufin Log meuenls wu SIM wie

SIEM

- e S gp——

druansaumalazwauszuy, lsauln nsuasswaniin



5421 fszuulunisviisneau (Report)  lnslamizuenesnaindigunsed IPS

Uszneuparuannse faseluil
5.4.21.15zUUaNI0ds Report 13 Email leilagdnlula
5.4.21.231 Dashboard lun15ifi13e3a (Monitor) Security Event #ins29du
Tnegunsal IPS wuv Real-time
5.4.21.355zuulunsvi Forensic 1iteAasevt Security Eventiinsaadulas
gunsnd IPS
5.4.22 5845UMS Update IPS Signature
5423 annsevhauldetsaies (Bypass Traffic) Inedasdayayins In-Line Mode
aunsofudsteyaldnuund diegunselifailom
5.4.24 5995UNYIN1TE15893EUL (High Availability) UUU Active-Active W3®
Active/Standby
5.4.25 $095UMIVULUY Protection Cluster tesasiunisvenemsldanlaly
UNAR
5.4.26 @nNIAlHNuANINATEIU IPV6 Lo
5.4.27 gunsaihilauesewiun1maaeauain Double NSS Lab Test waz Tolly
Up to Spec Certified ieBuduuszansnmmislda
5.4.28 @nnsoRnRdlug Rack Wmsg 19 i

5.4.29 gunsaia1unsa update signature liinaasreziathivesndi 1 1

5.5 gunaflwireaddmiullasiulau(Web Application Firewall : WAF) d1u0u 1 YA
5.5.1 gunsaiiinaueszdeaiu Hardware Appliance vudiilunistestu
sEUUIUSUWeb Application W38 Web Servicelntiane
5.5.2 i Network Interface dw3un1s Management Wen Taglisaufugaidouse
A3
5.5.3 @n505993U Throughput I¢ 300 Mbps \Wusgiey
5.5.4 @unsnsosiunsideusie Hitp aghatfes 9,000 Transactions AU
555 gunsasesiunsiliouse Https aeeies 5,000 Transactions ABIWNT
556 AMNS0BITU Concurrent Connection l¢aeneiae 2,000,000 Connection
5.5.7 annsouimsdanisgunsallasiunia Web Base, CLI lsiiusthios
5.5.8 $9aUNISYNULUY High Variability wuu Active-Active, Active-Standby n
55.9 AW1IARTIFVUNGANTIUNITITI Web  Application yaafiidnlduinng

Web Application UuA3BIAaNRIADIUIT18a 10

T R e . A T

AruasauALAE TR IEUY, 1599l nsuasswanin
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5.5.10 QUATAIMUNALEILFBIEMAYIULLY In-Line (Bridge) "3® Transparent
waz Span-mode (Monitor) dwiunsavasunginssuldiduatnaios
5.5.11 ilszuudans Log lnsanansauans Alert nioudaioulunsdiiiAnmanisel
799 1o
5.5.12 lagaunsa Alert Wium1a SMTP uav/vse SNMP leidusdraion
5.5.13 @wnsnds Syslog Server w3oamnsadstayaludaszuy SIM / SIEM 16t
5.5.14 5933Us8UV Centralized Management dutugunsniiadu weldvaeludu
yaamsuImsianisgunsallviedulunsdifiifuou Application 1uduauun
5.5.15 @wnsavieusandu NTP wida SNTP 16 iislifanunsa Sync 1ia9in Time
Server o
5.5.16 5935UMsunly Input Content Filtering n3gifiduAmeunierdosiuls
Wuedhaley
5.5.17 sesiumstesiunis Attack meddnneg fegluuuegiaiay Fasoluil
5.5.17.1 Cross-site Scripting
5.5.17.2 Cookie Poisoning
5.5.17.3 Buffer Overflow
5.5.17.4 Error Handling
5.5.17.5 SQL injection
5.5.17.6 URI Access Control
5.5.17.7 Website Defacement
5.5.18 uStmidudivewdnsug Web Application Firewall #lususes veq
Common Criteria EAL-4 uag PCI DSSuawiTluiusasiiiunisvnaey 1Pv6 atheanysaliduegnatios
5.5.19 @wnsavinis Bypass Network Traffic lunsdifiinmadatestusgunsed
5.5.20 i Network Interface wuu 10/100/1000 Base-TX lsitiaunin 8 wain
5.5.21 33Uy Dashboard n,amamu:m‘sﬁ"law'uaqqﬂnmﬁuazﬂ'rﬂwﬁﬁtﬁﬂﬁu
WUV Real-time lavanunsauanslyiiiuiinislauiniaansseuvananysemale wasilisivasidun
USENBU 1YY @150uaRe SOL Statement fissuuiiasiziinaaund Husiu
55.22 annsovitsenunisgnlandlaluguuuy HTML w38 PDF w38 XLS w38
Andlaeiiseuaunanisland uasuenussiannisgnland lagannsasey Wuvieiu wou U 1
wazdadoya Report WM E-mail vagguaszuule
5523 annsofsssludifugunsainasgiumnn 19 ild

5.5.24 gunsalaiunsa update signature lanaansyeziiailivesnin 1 U

duamsaumAlas WA TEuy, 15nuln nsuasmwania
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5.6 gunsal Core/Distributed Switch \Wo5893U IPV6 §1uau 1 40

56.1 \Dugunsaiflawnsaviwthil routing  waz switching  lalugunsaign
ey
562  s835umina IPV6 lailuegates niednin
5.6.3 L‘fjuqﬁn‘iniﬁﬂ Back-plane 38 Switching Fabric %38 Switching Capacity
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